Cyber Safety

Is it in YOUR Curriculum
Tonya Skinner, Oran High School
Internet Statistics

The US Internet Crimes Taskforce (USICT) reports:

· 1 in 5 children (5.7 million children) have received unwanted sexual solicitation in the past year. 

· 20% (1-1.5 million children) were "very or extremely upset" about receiving such solicitations. 

· 25% (5.4 - 6.4 million children) received "unwanted exposure to pictorial images of naked people or of people having sex." 

· 71% of "unwanted exposures" occurred while the children were searching or surfing the Internet. 

· 67% of the unwanted exposures happened at home.

Why DISCUSS THIS?

· Statistics speak for themselves

· Many parents are not informed or allow students to be unsupervised on the net

· Students need to know how to behave in your classroom on the net

· YOU can make a difference!

NetSmartz Teens

· http://www.netsmartz.org/netteens.htm
Amy’s story (gone for 2 days with internet predator)

· http://www.netsmartz.org/stories/teresa.htm
Tracking Teresa informational video (tracking with chat information)

· Limited printables, but a good source for online videos/real stories

KidSmart

· http://www.kidsmart.org.uk/teachers/websites.aspx
· Downloadable parent seminar

· Interactive games for ages 11-15

· Jenny’s Story Questionnaire

http://www.childnet-int.org/downloads/js_questionnaireA.pdf

ChatDanger.com

· http://www.chatdanger.com/chat/
Cybersmart
· http://www.cybersmartcurriculum.org/lesson_plans/download_grade.asp

· Lesson plans and activities for K-8 with impressive 55 pages of student printable activities/info sheets for 6-8 that I would even recommend for a freshman keyboarding class

· Good to use in elementary classrooms for FBLA presentations, too!

iSafe
· http://www.isafe.org
· CD for you with various clips

· Christina Long story (7 minutes)

· Stalker reenactment (6 minutes)

· Register with our session ID information and you can sign up to receive DVD with lesson videos and curriculum for grades K-12

What We Did

· Attended iSafe workshop; ordered DVD

· Conducted local survey

· Scheduled sessions for October through February

· Informed parents, teachers, and students grades 5-8

· Prepared bulletin boards, held Cyber Safety Month, and issued press releases

· Entered iSafe contests

· High school incorporated into daily lessons (to learn and to prepare for presentations)

· Prepared report for FBLA State (placed 5th)

Parent Stats

· Over half (51%) of parents either do not have or do not know if they have software on their computer(s) that monitors where their teenager(s) go online and with whom they interact.

· 42% of parents do not review the content of what their teenager(s) read and/or type in chat rooms or via instant messaging.

· Teenagers who Instant Message use chat lingo to communicate and parents don’t know the meanings of some of the most commonly used phrases. 57% don't know LOL (Laughing Out Loud), 68% don't know BRB (Be Right Back), and 92% don't know A/S/L (Age/Sex/Location).

· 95% of parents couldn’t identify common chat room lingo that teenagers use to warn people they’re chatting with that their parents are watching. Those phrases are POS (Parent Over Shoulder) and P911 (Parent Alert).

· Nearly three out of 10 (28%) of parents don’t know or are not sure if their teens talk to strangers online.

Ways to Incorporate

· Half day activities

· [image: image1.wmf]Week long unit

· Student presentations

· Videos/commercials

· Term paper topic (Keyboarding)

· Internet Safety mentors

· Substitute materials

· Non-computer days

· Student/Parent Workshop

Malicious Software

· Malicious software includes such things as spyware and trojans (these are software, not considered viruses)

· Spyware permits unauthorized access to a computer, allowing someone else to observe the user, read data, or even control the computer 

· A Trojan is a computer program that disguises itself as a useful software application that is actually used to gain access to your computer.

· Can be bundled as a hidden component of other programs or inadvertently downloaded from the Internet

· Usually installed without the user’s knowledge

Pharming

· A pharming attack maliciously redirects a web browser to a spoof site that harvests personal information 

· Banking sites are top targets 

· Take over DNS and redirect to a different IP address

· The pharming virus sits on a user's PC and activates when they try to go to their bank site. At this point, the virus springs into life, re-directing them to spoof pages made to look like the legitimate bank website 

Phishing

· Perpetrators create emails claiming to be from personal banks, credit card companies, and other institutions consumers confidently confide personal information to
· Scammers design the email to lure users into following a series of instructions in order to verify personal information
· Consumers then proceed to give up account numbers, passwords, and other pertinent information that gives scammers free reign to spend someone else's money
· Prevention: Rather than clicking on links in e-mails, retype them into your browser
Emphasize the Obvious

· Don’t give out your phone number

· http://www.infospace.com/home/white-pages/reverse-phone
· People can find your address with just your phone number and nothing else

Helpful Sites

· Website/Email Monitoring (Free)

· http://www.think.com/en_us/


· If you want to allow students to chat (and your school will allow it) set up a private chat—

· http://www.chatzy.com/advanced.htm
INTERNET SAFETY VIDEO ASSIGNMENT #1

Informational/Motivational PSA
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Create an informational video that would serve as a 2-3 minute public service announcement about the importance of internet safety. Be sure to use some statistics in your examples. Your target audience should be students ages 12-17, so be sure to create a video that they can easily relate to. As with all video projects, be sure to incorporate various camera angles, shots, and tell a message without speaking a word. Use music or sound effects as you see fit. Video may be edited in Windows Movie Maker, Adobe Premiere, or may be created with stills in PowerPoint (with appropriate timings).
	Area of Evaluation
	Awesome! 20 pts
	Okay...15-19 pts
	Needs Work! 0-14

	Length
	Finished project is between 2-3 minutes in length
	Finished project goes over the required length
	Finished project is under 2 minutes long

	Information
	Video uses timely information and statistics to get the point across
	Video uses minimal information and/or could contain better sources
	Few or no statistical information is shared with the viewer

	Audience
	Video reaches appropriate audience and is motivational or “makes you think twice”
	Video reaches appropriate audience, but it needs more “shock” value to be effective
	Video is either too simplistic or too complex and does not reach target audience

	Quality
	Camera angles are varied, shots are effective, and editing is clear
	Camera angles are varied, shots are effective, but editing glitches are noticeable
	Entire project is shot in one room and/or camera angles are not varied; or severe editing difficulties exist

	Music/Sound Effects
	Music or sound effects add to the overall project and selections were appropriate, following copyright laws
	Music or sound effects are used, but they should have been used differently to better impact the finished project
	No effects are used or copyright laws are violated in the selection of music

	OVERALL
100 pts
	
	
	


	IN DOING YOUR RESEARCH, LIST STATISTICS OBTAINED BELOW:



	INSTRUCTOR FEEDBACK:




INTERNET SAFETY VIDEO ASSIGNMENT #2
Music Video Project (Rap it!)

Create a music rap video that emphasizes the importance of internet safety, either referencing chatting, e-mail, netiquette or computer security (phishing, pharming, viruses, spyware, etc.). Your target audience should be students ages 12-17, so be sure to create a video that they can easily relate to. As with all video projects, be sure to incorporate various camera angles, shots, and tell a message through creative lyrics. Use music from approved sites or create your own. Printed lyrics must be turned in to receive credit, and all language must be school appropriate. Video may be edited in Windows Movie Maker or Adobe Premiere.
	Area of Evaluation
	Awesome! 20 pts
	Okay...15-19 pts
	Needs Work! 0-14

	Lyrics


	Lyrics are appropriate, creative, and tell a story and/or teach an important lesson
	Lyrics work, but they could have been more creative
	Lyrics were weak or were too similar to another song and lacked originality

	Message


	Video addresses project goals effectively
	Video makes a statement about internet safety, but is slightly off topic with the allowable subject areas
	Video does not address project goals

	Audience
	Video reaches appropriate audience and is motivational or “makes you think twice”
	Video reaches appropriate audience, but it needs more “shock” value to be effective
	Video is either too simplistic or too complex and does not reach target audience

	Quality
	Camera angles are varied, shots are effective, and editing is clear
	Camera angles are varied, shots are effective, but editing glitches are noticeable
	Entire project is shot in one room and/or camera angles are not varied; or severe editing difficulties exist

	Music
	Music selection was appropriate and followed copyright laws
	Music quality is low or does not match the beat of the rap song
	No music is used or copyright laws are violated in the selection of music

	OVERALL
100 pts
	
	
	


	GROUP MEMBERS



Staple printed lyrics to this sheet. You may work in groups of 3-8 on this project, but all group members must participate in the filming and editing of the project in some capacity. Lack of participation can result in a grade deduction from the group grade. Videos without printed lyrics will not be graded.
Possible Useful Sites-- http://www.incompetech.com/m/c/royalty-free/ or http://www.soundclick.com/ (click beats) or http://www.tightbeatz.com/ (free beats)
	INSTRUCTOR FEEDBACK
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